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1
Decision/action requested

Approve pCR for overall evalution for KI#6.
2
References

3
Rationale

It is proposed to conclude the study on KI#4. 
There are 4 solutions to address KI#4 in TR33.813, i.e. solution 1, solution 5, solution 6 and solution 7.  The following table compares the main features of solutions: 

	
	Mechanisms
	Where to protect
	Spec impact

	Solution 1
	NAS security 
	Between UE and gNB
	No addtional (activate NAS security)

	Solution 5
	PKI
	Between UE and AAA server
	PKI

	Solution 6
	EAP mechanism
	Between UE and AAA server
	No new mechanism in 3GPP (require EAP methods to support ID privacy protection)

	Solution 7
	NAS/AS security + NDS IP/EAP methods
	Between UE and AAA server
	No new mechanism in 3GPP (activate NAS/AS security)


PLMN should make sure User ID is protected within 5G system, not only air interface, but also from AMF to proxies, roaming networks etc. 
4
Detailed proposal

pCR 

***
BEGINNING of CHANGES
***
8
Conclusions

8.1 
Key issue-solution mapping

This document contains six key issues and six solution proposals to solve them. A comparison of solution proposals against the key issues which they address is shown here below. Solutions address only some of the key issues.

	Key issue
	Solution1
	Solution2
	Solution3
	Solution4
	Solution5
	Solution6
	Solution7
	Solution8
	Solution 9
	Solution 10

	#1 Authentication for access to specific Network Slices
	Yes
	Yes
	NA
	Evaluation pending
	NA
	NA
	NA
	NA
	NA
	NA

	#2: AMF Key separation
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	 #3: Security features for NSaaS
	NA
	NA
	Evaluation pending
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	#4: Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization
	Evaluation pending
	NA
	NA
	NA
	Evaluation pending
	Evaluation pending
	Evaluation pending
	NA
	NA
	NA

	#5: Access token handling between Network Slices
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	Evaluation pending
	NA

	#6: Confidentiality protection of NSSAI and home control
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	Evaluation pending
	NA
	Evaluation pending


NA: Not Applicable

Table 8.1 Solution mapping

***
Start of CHANGES
***
8.x 
Overall evaluation 
8.x.2
Overall evaluation for solutions addressing KI#6
This document contains four solution proposals to address KI#6. A comparison of solution proposals against the key issue is shown here below.

	
	Mechanism
	Provisioning Temp S-NSSAI
	Processing required
	UE/NSSAI-specific Temp/hash values?
	Update needed
	Generating algo for Temp S-NSSAI

	Sol # 8
	Temporary S-NSSAI 
	Provisioned to RAN and UE, by AMF
	Restore S-NSSAI at RAN
	UE and NSSAI specific Temp       S-NSSAI
	Update Temp      S-NSSAI per AMF/tracking area
	128-NEA (RAND, S-NSSAI)

	Sol #10
	Temporary S-NSSAI
	Provisioned to RAN and UE, by AMF
	Restore S-NSSAI at RAN
	UE and NSSAI specific Temp       S-NSSAI
	Update Temp      S-NSSAI per AMF/tracking area
	E(Key, RAND, S-TMSI) XOR Key ID | RAND | S-NSSAI ID

	Sol #11
	Temporary S-NSSAI
	Provisioned to RAN and UE, by AMF
	Compute hash at both UE and RAN
	UE and NSSAI specific hash values
	Update RAND per AMF/tracking area
	128-NEA (RAND, S-NSSAI)

	Sol #12
	Temporary S-NSSAI
	Provisioned to RAN and UE, by AMF
	Restore S-NSSAI at RAN
	UE and NSSAI specific Temp       S-NSSAI
	Update Temp      S-NSSAI per AMF/tracking area
	128-NEA (RAND, S-NSSAI)


***
End of CHANGES
***
